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This case presents difficult questions concerning the
Fourth Amendnment and the internet. On the one hand, child
por nography and the sexual abuse of children are crinmes that have
been fueled by the internet, as those who would exploit children have
sought to take advantage of the internet's vast and | argely anonynous

di stribution and communi cati ons net wor k. On the other hand, when | aw

enf orcenent gathers information about the activity of individuals on



the internet, the potential for unreasonable intrusions into the home
-- the chief concern of the drafters of the Fourth Amendment -- is
great. This case denonstrates the tension that can exist: the
Government argues, in essence, that it had probable cause to search
t he homes and seize the conputers of thousands of individuals nerely
because they entered their e-mui|l addresses into a website where
i mges of child pornography were avail able, even wi thout any proof
that the individuals uploaded, downl oaded or discussed the imges, or
ot herwi se participated in the website.

Def endant Harvey Perez is charged in a one-count
indictment with violating 18 U. S.C. § 2252A(a)(5)(B) by unlawfully
and know ngly possessing materials containing i mges of child
pornography transmitted in interstate commerce. The Governnent al so
seeks the forfeiture of certain of Perez's conputer equipnent. This
case arises out of Operation Candynman, an undercover FB
investigation into a group that allegedly traded pornographic imges
of children over the internet.

Perez noves to suppress certain evidence obtained as the
result of the execution of a search warrant at his hone.
For the reasons that follow, the notion is granted and the evidence
i's suppressed.

STATEMENT OF THE CASE

A. The \Warr ant




On March 6, 2002, federal |aw enforcenment agents executed
a search warrant at Perez's hone. They seized a conputer, nunerous
conpact discs and fl oppy discs, conputer drives, a scanner, two
caneras, and a piece of paper listing various websites. (Perez Aff.
1 2; Arnenta Aff. Ex. C (FBI property receipts)). The agents al so
interviewed Perez; he "admtted to visiting child pornography sites"

on the internet. (Arnmenta Aff. Ex. D (FBI 302); see Perez Aff. | 3).

B. The Affidavit

The search warrant was issued by Magistrate Judge Janes C.
Francis IV on the basis of a 32-page affidavit executed by Speci al
Agent Austin P. Berglas of the FBI on March 1, 2002. (Arnmenta Aff.
Ex. E). The affidavit requested authorization to search nine
resi dences in Manhattan, the Bronx, Riverdale, West Point, Wappingers
Falls, Tarrytown, and the village of Florida, New York. (ld. 1T 2,
5). One of these residences was Perez's home. The agent represented
t hat probabl e cause existed to believe that the nine residences
cont ai ned evidence of violations of 18 U S.C. 88 2252 and 2252A,
which make it a crime to knowingly transport, transmt, or receive
child pornography in interstate or foreign commerce by any neans,
i ncludi ng conputer. (ld. T 2).

The affidavit provided a | engthy description of how the

internet and conputers are used -- in general terms -- to distribute



child pornography. (ld. T 7). It also described an undercover
investigation by the FBI into the "Candyman Egroup." (lLd. T 8).
The affidavit provided little detail on the Candyman
Egroup. It explained that the Candyman website displayed the
foll owi ng nessage:
This group is for People who |ove kids.

You can post any type of nessages you like too
or any type of pics and vids you |like too.

(Ld. 7 8(b)). The affidavit did not represent or assert that the
sol e or principal purpose of the Candyman Egroup was to engage in
unl awful conduct. It represented that the group had 3,397 nmenbers.
(Ld. T 8(h)).

The affidavit explained that to becone a nenber of the
website an undercover FBI agent was required to send an e-mail
nmessage to the group's noderator requesting permssion to join; no
fee was required. (ld. ¥ 8(b)-(c)). The affidavit detailed how,
after receiving confirmati on of nmenbership via e-mail, the undercover
agent was able to downl oad, fromthe Candyman website, approximtely
100 i mages and video clips of "prepubescent m nors engaged in sexual
activities," "the genitalia of nude mnors,"” and "child erotica."”
(Ld. 19 8(a), (e)). O these, the majority of the imges and video
clips fell into the first category. (ld. T 8(e)). In addition, the
affidavit reported that the undercover FBI agent received sone 498 e-
mails fromthe Candyman Egroup, of which approximately 105 had
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attachnments containing child pornography and anot her 183 had
attachments containing "child erotica imges." (Ld. ¥ 8(f)).1

The affidavit explained that the Candyman Egroup website
had several features, including a "Files" section that permtted
menbers to post inmages and videos for other nenmbers to downl oad. It
al so disclosed that the Candyman site offered a "Polls" feature that
permtted nmenbers to answer survey questions; a "Links" feature that
perm tted nenbers to post links to other websites; and a "Chat"
section that permtted nmenbers to engage in "real tine conversations
with each other.” (ld. T 8(d)).

The affidavit represented that all new nmenbers were
i mmredi ately added to the Candyman Egroup's mailing list, and it
asserted the follow ng:

Every Candyman Egroup menber on the Candyman

Egroup e-mail list automatically received every

e-mai |l nessage and file transnmtted to the

Candyman Egroup by any Candyman Egroup nenber.

Therefore, when individuals transmtted child

por nography to the Candyman Egroup, those

i mges automatically were transmtted to every
Candyman Egroup nenber.

(Ld. ¥ 8(d) (enphasis added)). These representations were critical

because they advised the magistrate judge that all Candyman nenbers

1 The definition of "child pornography" requires a "visual
depiction" of a "mnor" -- "any person under the age of eighteen
years" -- "engaging in sexually explicit conduct.” 18 U S.C. 8§

2256(1), (8). Cf. Ashcroft v. Free Speech Coalition, 535 U S. 234,
122 S. Ct. 1389, 1405-06 (2002).
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automatically received all e-nmails and that therefore all Candynan
menbers nmust have received e-mails that contained i mages of child
por nogr aphy.

The nine homes were included in the search warrant
application because e-mail|l addresses for subscribers to the Candyman
Egroup were registered to individuals who resided at those | ocations.

(Ld. 11 9, 10).

C. The Governnent Acknowl edges Error

On August 12, 2002, the Governnent wrote defense counsel
and advi sed that the above-quoted sentences from paragraph 8(d) of
the affidavit were not accurate. (ld. Ex. F). The Governnent
advi sed that in fact Candyman nmenbers had three e-mail delivery
options: (1) receipt of all e-mails; (2) receipt of only a daily
di gest of e-mails; and (3) "no e-mail receipt at all.” (lLd. at 1).
A menber who selected the no e-mail option would not receive any e-
mails fromthe Candyman Egroup, its noderator, or its nenbers.
(Ld.). Hence, it was not correct that every Candynman menber received
every e-mail fromthe group.

Inits letter, the Governnent sought to explain the error.
It explained that the representation that all nmenbers received all e-
mai | s "was based on the hands-on experience of FBI Supervisory
Speci al Agent Geoffrey Binney as an undercover nenber of the Candyman

Egroup.” (lLd.). Binney, who has since |left the FBI for the private



practice of |law, was the |ead undercover agent in the investigation.
He joi ned the Candyman Egroup in an undercover capacity on January 2,
2001. The Governnment wote in its letter:

In his experience as a nenber, SSA Bi nney was

never given an option for how to receive e-

mail. After sending an e-mmil requesting to

become a nenber of the Egroup, he began

receiving all e-mail traffic automatically.
(lLd. at 1-2 (footnote omtted)). The Governnment also represented
t hat an enpl oyee of Yahoo! Inc. ("Yahoo"), Lauren Guarnieri, had
confirmed Binney's understandi ng that upon joining the group nmenbers
started receiving e-mail automatically. (lLd. at 2).

On January 2, 2003, the Governnent sent Perez a second
| etter acknow edging further error: the Governnent stated that
par agraph 8(c), which represented that the undercover agent "was
required to send an e-mail" to join the Candyman Egroup and did so,

was al so inaccurate. The letter forwarded | ogs from Yahoo and two

FBI reports.

D. The Heari ng

Perez noved to suppress the physical evidence seized and
statenments obtained as a result of the execution of the search
warrant. | conducted an evidentiary hearing on January 15, 2003 and
heard additional testinony and argunent on February 19, 2003. Binney

and anot her FBI agent, Special Agent Kristen Sheldon, testified for



t he Governnent. Based on the evidence presented, | nmke the
follow ng findings of fact:

1. The Candyman Egr oup

The Candyman Egroup operated from Decenber 2000 until
February 6, 2001, when it was shut down. (GX 1; MGoff Stip. § 5).2
It was initially operated by a conpany called eG oups, Inc.
("eGroups"). Yahoo acquired eG oups in August 2000 but did not begin
converting the eGoups sites to its own product, "Yahoo! G oups,"”
until late January 2001. (MGoff Stip. | 3).

The main page of the Candyman website (as it existed
shortly after Binney joined the Candyman Egroup) announced t hat
"[t]his group is for People who love kids," and it told nmenbers that
t hey could "post any type of nmessages” or "any type of pics and
vids." (GX 1; see 1/15/03 Tr. at 15; Arnmenta Aff. Ex. E 8(b)). An
addi ti onal description was given in the mddle of the page:
"Category: Top: Adult: Inmage Galleries: Transgender: Menbers.™

A nunber of hyperlinks appeared near the top of the left

side of the page, including, as the first link, "Subscribe." The
other links listed were: "Messages," "Post,"” "Files," "Polls,"
2 "GX" and "DX" refer to the Governnment's and defendant's

exhi bits, respectively, received into evidence at the hearing.

"McGoff Stip." and "Hull Stip." refer to the stipulations between the
parties as to the testinony, if called as w tnesses, of Cathy A
McGof f, Yahoo's conpliance manager, and Mark Hull, a Yahoo director
of product managenent, respectively.
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"Links," and "Chat." In the |Iower half of the m ddle of the page,
certain addresses were given, including: "Subscribe: TheCandyman-
subscri be@groups.com"™ At the top of the right side of the page,
under "Menbership,” were the hyperlinks "Mdify" and "Unsubscri be."
In the m ddle of the page on the right side, under "Options," the
foll owing appeared: "Not listed in directory,"” "Open nenbership,"”

"Unnoder ated, " "Anyone can post," "Archives for nmenbers only," and
"Emai |l attachnents are permtted.” (GX 1).

Hence, a first-tine visitor to the site in January 2001
certainly would have had sone idea that the site provided access to
child pornography. Although the page did not refer explicitly to
child pornography or child erotica, it described the category as
“"Adult,"” "lImage Galleries,"” and "Transgender." (GX 1). It also told
visitors that the group was "for People who |ove kids" and advi sed
that "any type of pics or vids" could be posted.

On the other hand, the page also offered links or tabs to
several features that had the appearance of being -- and actually
were -- text-based, in whole or in part. The "Chat" feature
permtted nmenbers to engage in on-line text-based conversation
(1/15/03 Tr. at 80-82). The "Polls" feature | et nmenbers take part in
polls or surveys. (ld. at 23; GX 8). These two features were

exclusively text-based. O her options were text-based in part but

al so permtted access to i mages. The "Links" option provided |inks



to other sites, where imges could be found. The "Messages" option
permtted nmenbers to access nessages, to which images coul d be
attached. The "Files" option permtted nenbers to access files for
downl oadi ng. (1/15/03 Tr. at 23, 80-81; GXs 6, 7, 8). Menbers could
actively participate in the group, or they could nmerely "lurk" --
they could participate "passively" by reading what others had witten
wi t hout "tal king" or answering the polls thenmselves. (1/15/03 Tr. at
81). Menbers could read through the chat sessions and see the
results of polls without actually participating in them and this
woul d not be illegal activity. (Ld. at 81-82). The first page did
not show any i mages.

To view the contents of the website beyond the first page,
a visitor to the site would have to subscribe first. (ld. at 76, 78-
79). One could subscribe nmerely by entering an e-nmail address and no
fee was charged. (ld. at 79-80).

During the tinme that Binney was a nenber, i.e., from
January 2, 2001 through February 6, 2001 (when the site was shut down
(id. at 27)), he received 498 e-mails, all the e-mails transmtted
fromthe Candyman Egroup during that period. Most of the e-mails
were "text based in nature.” (ld. at 30). O the 498 e-mails, only
alittle nore than 100 had files attached. (ld. at 26). O those,
nost were "child erotica” -- pictures of "naked children"” -- but they

were not "child pornography.” (lLd. at 26, 30). The remaining files
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-- "a substantial nunmber"” of the 100 -- were "child pornographic" in
nature. (ld. at 26). Hence, only a small portion of the 498 e-mails
of the period (less than 109% actually transmtted child
por nogr aphy. 3

The Candynman Egroup had approxi mately 3,400 nmenbers at one
poi nt and perhaps as many as 6,300 subscribers. (Arnmenta Aff. Ex. F
at 2 n.2; GX 11; see also 1/15/03 Tr. at 35, 118). Sone individuals

subscri bed and then | ater unsubscribed. (1/15/03 Tr. at 145).

2. E-Mail Delivery Options

A prospective nenber of an Egroup run by eG oups
(i ncludi ng the Candyman Egroup) could subscribe in one of three ways:
(1) via the website by clicking on the "subscribe" button on the
particul ar group's website; (2) via e-mail by sending an e-mail to
the "subscribe address” listed on the front page of the particul ar
group's website; or (3) via e-mail by sending an e-mail to the
noderat or at an address listed on the group's website. (Hull Stip.

191 3, 4, 5).

s Bi nney's testinony at the hearing is inconsistent with the
information in the Berglas search warrant affidavit, which
represented that of the 498 e-mails, approximately 287 had conputer
files attached, of which 105 contained "child pornography” while 183
contained "child erotica imges." (Arnmenta Aff. Ex. E f 8(f)). O
course, there is an error in the arithmetic, and Berglas did not base
his statements on personal know edge. Accordingly, | accept Binney's
hearing testinony in this respect.
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A subscri ber who joined via the website was autonmatically
presented with three options for the delivery of e-mail. By clicking
on the "subscribe" button, he would be sent to a page that gave him
three options: (1) he could have individual e-mail nessages sent to
his personal e-mmil address (selected as the default choice); (2) he
coul d have a daily digest of nessages (described on the site's text
as "many e-nmmils in one nessage") sent to his personal e-nuai
address; or (3) he could receive no e-mail nessages at all (described
as "Don't send me email, I'll read the nmessages at the Web site").

At the bottom of the page was a "join" button. (ld. T 3 & Ex. A).

A subscri ber who joined via e-mail to the "subscri be"
address woul d be automatically "signed up" after responding to a
confirmation request, if the group was an "open group" (as was the
Candyman group (GX 1)). A subscriber who joined via e-mail to the
noder at or was not automatically signed up; rather, the noderator
coul d choose to subscribe the individual, deny or ignore the request,
or send a further invitation. For both e-mail subscription methods,
no e-mail delivery options were provided; rather, the default setting
was that the new menber would start receiving all e-mails. A menber
could change to a different e-mail option by clicking on the "nodify"
button on the first page of the website. (Hull Stip. 171 3, 4, 5, 6).

3. Bi nney Joins




VWhen he joined the Candyman Egroup on January 2, 2001,
Bi nney had been with the FBI for eight years, all in the Houston
di vision. He had spent two years on the "lInnocent |nages" project,
primarily working undercover on-line to investigate individuals who
were seeking to neet children for unlawful purposes. (1/15/03 Tr. at
2-6). Binney believed that the FBI was spending "an awful | ot of
time on-line," and that the effort was not "as productive" as it
coul d have been. (lLd. at 8-9). 1In addition, he wanted to target
i ndi vi dual s who were seeking to exploit younger children, i.e.,
children who were too young to go on-line thenmselves. (ld. at 9).
In the fall of 2000, Binney began to | ook for an opportunity for an
on-1ine, undercover child pornography investigation, and this effort
eventually led to Candyman. (ld. at 11).

Bi nney | earned of the Candyman Egroup through a link in an
on-line newsletter called "Lolitanews.com" Subscribers to the
Lolitanews on-line newsletter apparently did not trade inmges but
only engaged in "chatting" and posting of |inks, and Binney believed
this was "constitutionally protected"” activity. (ld. at 12, 82, 85).

After subscribing, Binney began exploring the Candyman
site. He found that the site "contained a place where child
por nography pictures and videos[] could be stored and for the users
to download [them." (ld. at 21). At sone point, Binney clicked on

the "nmodi fy" button, but nothing happened. (ld. at 26-27).
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As the Yahoo | ogs show, Binney subscribed to Candyman vi a
the website. The | ogs show

gobannon@isa. net, Jan 02 2001 12:53 PM

Subscri bed, gobannon@sa. net, via web from

24.162. 50. 185.

The parties agree that this log entry related to the Candynman website
and "gobannon@sa. net" was Bi nney's undercover e-nmil address.

(McCGoff Stip. § 4 & Ex. A, Hull Stip. 11 7, 8). Hence, Binney nust
have been presented with the three delivery options, and | find that,
in fact, he was presented with the delivery options. (See 1/15/03
Tr. at 48 (Binney conceding that "it's at |east probable that I
joined via the web instead of the e-mail"); id. at 49).

Two ot her facts support this conclusion. First, Binney
does not have a record of sending an e-mail to join. He testified
that he normally would have printed and saved any e-mails he sent in
an undercover operation such as this. Yet, he did not have a copy of
any e-mail that he sent to subscribe to the Candyman Egroup.

Li kewi se, he did not prepare a 302 or other witten record of sending
such an e-mail. (1/15/03 Tr. at 64-65).

Second, the FBI itself reached the same conclusion. The
Cyber Division of the FBI conducted an investigation, reviewed the
Yahoo/ eGroups records and other materials, and issued two reports,
bot h dated Decenber 12, 2002, on the issue of how Binney joined the

Candyman Egroup. |In one report, the FBI concluded: "[We have no
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information to dispute [Yahoo's] claimthat . . . Binney nust have
subscri bed via the website, and that he nmust have been presented with
emai | delivery options.” (DX B at 6).

The other report detailed how the FBI, with the assistance
of Yahoo personnel, reviewed the source code for the eG oups. com
website -- the version that was, according to Yahoo, in effect at the
time Binney joined. The agents were shown "a nore detailed version
of the | og data than what was previously provided.” (DX A at 3).
The report continued:

Specifically, the | og data was shown with one

addi ti onal piece of information: the filenane

of the source code file that generated the | og

entry. This pointed specifically to a file

"subscribe.c,"” which was used by the web site

to present emnil delivery options to the user,

and then to confirmthe user's selection. :

The log entry is generated only as a result of

clicking on a button (the text of the button

can vary, based on context) on the subscribe

page, and the subscribe page al ways provides

emai | options.

(Ld. (enphasis added)). The report found that "it nust be concl uded
based on the | og data that M. Binney nust have been presented with

emai | delivery options.” (ld. at 4).

4. | ndi cati ons of the Existence of Delivery Options

Bi nney and FBI Special Agent Kristen Shel don, who took
over the case from Bi nney, knew or should have known, before the
search warrant affidavit was executed in this case on March 1, 2002,
t hat Candyman nenbers had e-mail delivery options. At a m ninmm
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they knew that it was an open question. | nmake these findings based
on the follow ng:

First, as discussed above, Binney actually joined via the
website and thus he was actually presented with the page that gave
himthe three e-mail delivery options.

Second, between January 2, 2001 and March 6, 2001, Binney
joined, in addition to Candynman, seven other groups operated by
eG oups or Yahoo. In six of the seven, the Yahoo | ogs show that
Bi nney joined "via web.”" No entry is given for the last of the
seven. (2/18/03 Stip. 1Y 2, 3 & Ex. B). For each of these six
websites, which he joined | ong before the search warrant affidavit
was executed in this case, Binney was al so presented with e-nmail
delivery options. (lLd. 91 2, 3; 1/15/03 Tr. at 50).

Third, Binney testified that he explored the site after he
joined. It is hard to i mgine that he would not have clicked on the
"subscri be" button at sone point, as he testified he did with the
"modi fy" button and certain hyperlinks. (1/15/03 Tr. at 27). One
woul d expect that an FBI agent acting in an undercover capacity woul d
have clicked on the "subscribe" button as well, and that he would
have explored thoroughly the process by which nmenbers cane to receive

e-mails, given the significance of the issue of whether nenmbers



received e-mails.* If he had clicked on the "subscribe" button, he
woul d have been sent to the page that set out the three e-mail
delivery options -- one of which was no e-mail.?>

Fourth, on February 9, 2001, Yahoo produced certain
docunments in response to a subpoena. (GXs 10, 11). These included a
sheet, labeled "View Edit User Attributes,” that provided information
about the user Mark Bates, the noderator of the Candyman Egroup. One
of the items listed was: "Emmil preference: None." (GX 11).
Al t hough he testified that he could not recall seeing the document,
Bi nney acknow edged that he did receive it, as part of a 58-page fax,
in February 2001. (1/15/03 Tr. at 51-52). |In fact, the docunent was
the second and third page of the fax, and it was significant -- it
concerned the group's noderator. The docunent should have raised a
gquestion as to whether there were e-mail delivery options.

Fifth, on January 18, 2002, Yahoo wrote Shel don and

produced additional information, including a conputer disc, as well

4 Bi nney also left "largely unexplored"” certain other
buttons and hyperlinks on the group's nmain page, including "Hone,"
"Hel p," "MyGroups,"” "MyProfile," and "About Egroups.” (Arnmenta Aff.
Ex. Fat 2 n.1).

5 Common sense al so suggest the existence of e-nuai
preferences in light of the w dely-known problem of unsolicited e-
mail, or spam (See, e.qg., United States v. Froman, Case No. CR H-

02-0142, 3/22/02 Tr. at 46 (GX 3501-A) ("These are not unsolicited e-
mai | s that everybody gets every day and we receive conplaints
about.")). At the bottom of the main page are links to eGoup's
"Privacy Policy" and a link called "No Spam " (GX 1).
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as certain docunments. Yahoo's letter and its four attached pages
were received into evidence as GX 18. (ld. at 120, 149). The pages
were printouts reflecting Yahoo "G oup Adm nistration Profiles" for
Candyman and two ot her groups under investigation. (GX 18). The
one- page group profile for the Candyman group showed that e-mail
options existed. |In a category for "Nunmber of Subs[cribers],"” the
document reports: "3213 Normal (Single: 413 Digest: 60 NoMail
2740)." (ld.). Hence, the docunent reported that there were 3,213
subscri bers, of which 413 elected to receive single e-mails, i.e.,
all individual e-mails; 60 elected to receive a digest of e-mails;
and 2,740 -- the vast mpjority -- elected to receive no e-nails.
Simlar group profiles were provided for two other groups,
"shangri | a" and "girlsl2-16," and these pages contai ned the sane
i nformation, show ng the nunmber of subscribers who were "NoMail ."
(Ld.). These three group profiles did not contain a great deal of
ot her information, and the mail preference breakdown was part of text
that was inportant, including the total nunber of subscribers. The
docunents should have raised an issue as to the existence of e-mai
delivery options.

Si xth, on January 24, 2002, a few days |ater, Sheldon net
with Yahoo representatives, in a day-long neeting, to discuss the
docunments. Sheldon did not inquire about the entries in the

documents regarding the e-mail delivery preferences. (1/15/03 Tr. at
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102, 122, 125-26, 136). At some point, however, she and the Yahoo
representatives discussed whet her Yahoo groups provided nenbers with
e-mai |l delivery options; the Yahoo representatives told her that the
Yahoo groups did have delivery options. (ld. at 126, 150-51).

Shel don testified this "caused us to ask himto kind of back up”
because the "concept” of e-mamil delivery options was "foreign at that
time." (Ld. at 151). Shel don specifically asked whet her options had
been avail able for the eGoups groups as well, but the
representatives were unsure and stated that they would get back to
her. (Ld. at 126, 150-51). Hence, as Shel don agreed during her
hearing testinony, the issue of whether there were e-mail delivery
opti ons under eG oups was an "open question.”™ (ld. at 138, 150-51,;

see also 2/19/03 Tr. at 14-17).

5. The Draft Affidavit

In March of 2001, Binney started drafting an affidavit to
be used in connection with an application for a search warrant. The
concept was that the Houston division of the FBI would send the draft
affidavit to other FBI field offices. (1/15/03 Tr. at 40-41, 127).
Eventual |y Shel don did so. (ld. at 127). Even though she did not
hear back from the Yahoo representatives after the January 24, 2002
nmeeting, and even though she knew this was an "open question," she
sent out the draft search warrant with the representation that al

menbers automatically received all e-mails. (ld. at 138). The draft
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was sent to FBI field offices around the country -- about 700 in the
"first batch."” (l1d. at 146).

6. More Information Energes As the Warrants Are Executed

On March 18, 2002, Sheldon interviewed Mark Bates, the
former noderator of the Candyman Egroup. Bates told her that
Candyman nmenbers could elect not to receive e-mail. She apparently
did not believe him (ld. at 139-40).°

In May 2002, Sheldon | earned froman FBI agent in St.
Loui s that Yahoo had submtted an affidavit in a Candynman case
stating that there had been e-mail delivery options. (lLd. at 128).

At sone point in md-2002, the Governnent started to
acknow edge in the various Candyman cases that the search warrant
affidavits had contained an error: it was not correct that al
menbers automatically received all e-mails. As a consequence,
def endants in different Candynan cases noved to suppress evidence

obtained as a result of the search warrants.

6 This informati on from Bates -- that Candyman nenbers coul d
el ect not to receive e-mails -- did not stop Sheldon fromtestifying
at a suppression hearing two days later that, in substance, al

nmenbers received e-mails. (1/15/03 Tr. at 141-42). Shel don
apparently did not believe Bates, at least in part because Bates's

i nformation was inconsistent with what Bi nney had told her and
because she felt Bates, who was in custody and was facing charges,
was untrustworthy. (lLd. at 142-44). Likew se, Binney testified that
when this information was relayed to him he also rejected it because
he did not believe Bates was trustworthy. (Ld. at 72-73).
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E. Bi nney' s Expl anati on

Not surprisingly, Binney has had to explain his
representation that all Candyman nenbers received all e-nmails. In an
affidavit submtted in opposition to a nmotion to suppress in another

Candyman case in July 2002, Binney gave the follow ng expl anation:

First, I went to the Candyman website and
copied the E-mail address of the noderator,
which was |isted on the web page. | then left

the website, went to ny web mail provider, and
sent an E-mail to the Candyman noder at or asking
to join the group. During this entire process,
| was never given any opportunity to select any
mai | delivery options. Nor was there any
menti on of such options during the joining
phase.

(DX C T 4.7 Binney has testified several tines in other Candyman
cases and provided a simlar explanation of subscribing via e-nuai
and not being presented with e-mail delivery options. (1/15/03 Tr.
at 52-53). He also included a simlar explanation in the search
warrant affidavit itself. (Arnmenta Aff. Ex. E f 8(c)). In this
case, Binney testified:

| recall seeing the subscribe e-mail address on

the bottom and copying and pasting that e-mi

address, and then going to nmy web based e- mai

provi der, which was usa.net as it's indicated
on the top there, and then sending an e [--],

! When Bi nney executed the affidavit, he knew that notions
to suppress had been filed attacking the validity of the searches and
he knew al so that Yahoo was claimng that nmenbers of the groups did
have e-mail delivery options. (1/15/03 Tr. at 54). He knew the
issue of the availability of e-mail delivery options was an inportant
one. (ld. at 55).
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pasting the e-mail address in the "to" columm,

and then saying sonething to the effect of sign

me up, and then hitting "send."
(1/15/03 Tr. at 17). This is also essentially the explanation that
t he Governnment gave to defense counsel when it first gave notice of

the error. (Arnenta Aff. Ex. F).

F. Bi nney' s Expl anation of Hi s Expl anati on

It is now clear that Binney's explanation for his
erroneous belief that all Candyman nenbers received all e-mails is
wrong, for the recently-produced Yahoo | ogs show that Binney did not
join via e-mail, but that he did so via the website and that he was
presented with the e-mail options.

Hence, Binney has now had to explain not only why he made
the initial error but also why his explanation for that initial error
is also wong.® When asked to explain the basis for his "belief"
that all menbers received the same e-nmails he received, he testified:

It was al nost entirely based on ny experience

in the site, very little bit based on a

conversation that | had with Ms. Guarnieri, and
al so based on the logs, the first set of |ogs

8 In fact, the record includes a four-page, single-spaced
"anal ysis" that Binney prepared discussing the question of the
exi stence of e-mail delivery options and the conflict between his
testimony and that of a Yahoo representative who explained that there
were e-mail delivery options. Binney wote: "I feel as though we
are probably | ooking at all the evidence we are ever going to get
with respect to the Enmail options.” He goes on to discuss "four
possi bl e expl anations as to how this discrepancy could have occurred.
They are that Yahoo is lying, Yahoo is m staken, | am m staken, or |
amlying." (DX D; see 1/15/03 Tr. at 56-57).
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t hat we got in August or so of 2001.

There was nothing in the logs to indicate that
any nmenber was any different than any of the
ot her menbers except for dates that they had
subscri bed and unsubscri bed.

(1/15/03 Tr. at 44-45). \hen asked whet her he had assunmed that al

nmenbers received all e-mails automatically, he responded: "That was
my recollection as -- that was entirely based on nmy experience in the
group.” (ld. at 60). Later, he reiterated that "I assuned everybody

had the same joining process as | did" and | ater again that "ny
belief that . . . all nenbers got all e-nmails was al nost entirely
based on ny experience.” (ld. at 69, 87).

VWhen asked whet her the "easiest way to know whet her there

were [e-mail delivery] options" would have been to | ook at the site,

Bi nney responded: "Or to send subpoenas and court orders to the
provider." (lLd. at 60). He added: "I think you're presupposing
that | thought there was sonmething to find. | didn't feel |ike there

was anything to | ook for so | was subpoenai ng Yahoo and sendi ng court
orders . . . ." (ld. at 61).

Notwi t hst andi ng the evidence that his explanation for how
he came up with his erroneous belief that all nmenbers received all e-
mails is wrong, Binney testified: "I don't knowthat I wll ever,
short of Yahoo producing some sort of video of ne entering into the
site, I don't know that I will ever believe a hundred percent that |

didn't enter the way | believe | entered.” (ld. at 48). Despite the
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evi dence that he nmust have been presented with e-mail delivery
options not only for the Candynman site but for six other groups,

Bi nney testified that "the first time | even heard the word[s] e-nuai
delivery options or sonmething to that nature was after the interview
of Mark Bates, the Candyman hinself," referring to the March 18, 2002

interview of Bates conducted by Sheldon. (ld. at 43; see also id. at

87 (Binney testifying that "it wasn't until the conversation | had
wi th Special Agent Shel don about her interview of M. Bates" that he
| earned of the existence of delivery options)). He continued to
assert that he does not recall seeing anything about e-mail delivery
opti ons when he subscribed to Candyman or when he initially explored
the site after joining. (Ld. at 42).

Shel don gave conflicting testinmony as to what Binney told
her. She testified in March 2002 at a hearing in another case in
Texas that she was told by Binney that he had joined by visiting the
website and typing in his e-mai|l address at the website:

Q You said [ Agent Bi nney] becane a nenber
around January 2nd of 2001; is that correct?

A Yes, it is.
Q How di d he becone a menber?
A. He sinply visited the Egroup's website and
typed in his email address and gai ned access to
t he group.
(GX 3502-C at 27). In this case, although she was initially |ess

precise in her testinony, she eventually acknow edged that Bi nney
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told her he joined by typing in his e-mai|l address at the website.
(1/15/03 Tr. at 134-35).

Later, however, on the second day of the hearing, she
testified that Binney told her he joined via e-mail

THE COURT: And when you say he joined, meaning
he joined via e-mail?

THE W TNESS: He joined the -- the |ogs
i ndicate that he joined web, via web.

THE COURT: He joined via web but was he

telling you that, that he had joined via the

web or via e-mail?

THE W TNESS: E-mil.

THE COURT: He was telling you that he joined

via e-mail and now it appears he joined via the

web?

THE W TNESS: That's correct.

(2/19/03 Tr. at 18).

Finally, | discount Binney's reference to the conversation
with Lauren Guarnieri of Yahoo as a basis for his m staken belief.
As he acknow edged, his belief was based "al nost entirely” on his
experience in joining and "very little" on the conversation. Binney
testified that Guarnieri "couldn't have been really any nore
unhel pful than she was." (1/15/03 Tr. at 32). Moreover, the

conversation was focused on a different subject -- the dates when

i ndi vi dual s were nenbers, "start dates and end dates and things like



that" -- and it was in that context that he asked her a question.
(Ld. at 37). Binney testified as foll ows:

Not having any start dates for any of these

people, | asked her, | said, Well, are these

people like ne? | have e-mails that | thought

at that point went to every nmenber of the group

and since | couldn't tell when they started, if

| had an e-mail from Joe at AOL.com on January

10, was it safe to say that they received the

sane e-nmails | did between the 10th and the day
it shut dowmm? And she said yes.

(Ld.). The question to Guarnieri was an amnbi guous one and | concl ude
that Guarnieri did not say that all nenbers automatically started
receiving all e-mails upon joining -- a statenent that would have
been wong. She was not asked whet her new nmenbers were offered e-

mai | delivery options.

G. The Evi dence as to Perez

The search warrant contained only three paragraphs
specifically about Perez. It reported that information obtained from
Yahoo and AOL (an internet service provider) as well as fromthe
Departnment of Motor Vehicles, the Postal Service, and other public
records showed: (1) the e-mail address "navaj abl ade@ aol . cont'
bel onged to an individual who joined the Candyman Egroup; (2)
"navaj abl ade@ol . con’ was registered in the nane of "Harvey Perez,"
and (3) "Harvey Perez" resided at one of the prem ses listed in the

search warrant. (Armenta Aff. Ex. E 91 8(i), 9(e), 10(e)).



Yahoo | ogs and docunents indicate that the user with the
e-mai | address "navaj abl ade@ol . com’ -- Perez -- subscribed via the
website on January 29, 2001. (McGoff Stip. T 8; Armenta Aff. 1 9 &
Ex. H). He elected the "No Email" option. (Arnmenta Aff. Ex. H).
The Yahoo | ogs do not contain any entries showi ng that the user
"navaj abl ade@ol . conl' posted any nmessages, uploaded any files, or
unsubscribed. (MGoff Stip. § 8. Hence, Perez was a nenber for
sonme nine days, as the site shut down on February 6, 2001

Perez states in his affidavit that he never downl oaded any
material fromthe Candyman website. Yahoo did not keep a record of
this kind of activity. (Perez Aff. § 5; see Arnenta Aff. § 11 & Ex.
G T 13).

As the Government acknow edged at oral argunent, there is
nothing in the record to indicate that Perez did anything nore with
respect to the Candyman site than subscribe. (2/19/03 Tr. at 30).

DI SCUSSI ON

A. Appl i cabl e Law

To protect the "right of the people to be secure in their

persons, houses, papers, and effects,” the Fourth Amendnent prohibits
"unr easonabl e searches and sei zures" and mandates that "no Warrants
shal |l issue, but upon probable cause, supported by GCath or

affirmation." U S. Const. anend. | V. In Franks v. Del aware, 438

U.S. 154 (1978), the Suprene Court ruled that a defendant may
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chal l enge the validity of a search warrant issued on the basis of an
affidavit that contained false information. The Court held that if a
def endant shows, by a preponderance of the evidence, that the
affidavit contained deliberately or recklessly false or m sleading
material, and that the "affidavit's remaining content” is
insufficient to establish probable cause when the false material is
set aside, the search warrant must be voided and the evidence

suppressed. |d. at 155-56; accord United States v. Canfield, 212

F.3d 713, 717-18 (2d Cir. 2000). |In certain circunstances, an
affidavit may also be msleading if material information is omtted.

Canfield, 212 F.2d at 718; Rivera v. United States, 928 F.2d 592, 604

(2d Cir. 1992).

Here, as the Governnent concedes, the search warrant
affidavit contained false information: it was not true, as the
affidavit alleged, that all Candyman menbers automatically received
all e-mails and therefore it was not true that all Candyman nenbers
automatically received the e-nmails that contained child pornography.
In fact, as the Governnment now concedes, Candyman nenbers had three
delivery options, including a no e-nmail option. Hence, two principal
i ssues are presented: (1) whether the false statenents or om ssions
in the affidavit were nade deliberately or with reckl ess disregard

for the truth, and (2) if so and the false statenents are set aside,



whet her the "corrected" affidavit would support a finding of probable
cause.

I n di scussing the applicable |l egal principles, first |
address the scienter requirement and in particular what constitutes
"reckl essness" for these purposes; second, | discuss the concept of
probabl e cause; and third, | set forth some additional Fourth
Amendnment principles that are relevant to the inquiry at hand.

1. Scienter
The Fourth Amendment does not require that "[e]very

statement in a warrant affidavit . . . be true." United States V.

Trzaska, 111 F.3d 1019, 1027 (2d Cir. 1997). That is, of course,
because | aw enforcenment officers often nust rely on hearsay
information, tips frominformants, and information sometimes

"garnered hastily." Franks, 438 U S. at 164 (citing United States v.

Hal sey, 257 F. Supp. 1002, 1005 (S.D.N. Y. 1966)). Rather, as the

Suprene Court explained in Franks, the affidavit nust be:

“truthful” in the sense that the information
put forth is believed or appropriately accepted
by the affiant as true. It is established Iaw,

that a warrant affidavit nust set forth

particul ar facts and circunmstances underlying

t he existence of probable cause, so as to all ow

the magi strate to make an independent

eval uati on of the matter.
438 U.S. at 164 (citations omtted). Consequently, a defendant may
chal l enge a search warrant affidavit on this basis only if the
"I naccuracies or omssions are the result of the affiant's deliberate
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fal sehood or reckless disregard for the truth.” Canfield, 212 F.3d

at 717-18 (quoting United States v. Sal aneh, 152 F.3d 88, 113 (2d

Cir. 1998)). An inaccuracy that is the result of negligence or
i nnocent m stake is insufficient. Franks, 438 U S. at 171; see 2

Wayne R. LaFave, Search & Seizure 8 4.4 (3d ed. 1996).

As for om ssions, they are less |likely to present "'a

guestion of inperm ssible official conduct because al |l egati ons of
om ssions may result in "' endl ess conjecture about investigative
| eads, fragnents of information, or other matters that m ght

have redounded to defendant's benefit" had they been incl uded.

United States v. Lopez, No. 96 Cr. 105 (RSP), 1997 W 567937, at *2

(N.D.N. Y. Sept. 11, 1997) (quoting United States v. Atkin, 107 F.3d

1213, 1217 (6th Cir. 1997)). Nonethel ess, the Fourth Anendnent
requires that a neutral and detached magi strate nust review the facts
to deternm ne the existence of probable cause, and "[i]t foll ows that
a police officer cannot nmake unilateral decisions about the

materiality of information.™ WJIson v. Russo, 212 F.3d 781, 787 (3d

Cir. 2000). Hence, material om ssions made with an intent to m sl ead
or with a reckless disregard for the truth also nust be corrected
before the court considers the sufficiency of a search warrant

af fidavit. |d. at 787-88; see also Canfield, 212 F.3d at 718.

Little precedent exists to define "reckless disregard” in

t he search warrant context. The Franks Court refers to information

- 30 -



that is not "appropriately accepted by the affiant as true," Franks,
438 U.S. at 165, but "[u]nfortunately” it gives "no gui dance" beyond
observing that "'negligence or innocent mstake [is] insufficient.""

United States v. Davis, 617 F.2d 677, 694 (D.C. Cr. 1979) (quoting

Franks, 438 U S. at 171). Courts in this circuit have nade the sane

observation. See, e.g., Rivera v. United States, 728 F. Supp. 250,

258 (S.D.N. Y. 1990) (Mukasey, J.) ("Judicial precedent has
established this standard of deliberate falsehood and reckl ess

di sregard to support a Franks chall enge, but research has discl osed
no case defining 'reckless disregard in this setting."), aff'd in

rel evant part, 928 F.2d 592, 604 (2d Cir. 1991).

In Rivera, Judge Mukasey applied a "serious doubt”
st andar d:

The words thenmselves . . . suggest that

"reckl ess disregard for the truth"” neans
failure to heed or to pay attention to facts as
[the DEA investigator affiant] knew themto be.
If [the affiant] nade statenments which failed
to take account of the facts as he knew t hem

or which he seriously doubted were true, that
woul d show reckl ess disregard for the truth.

Rivera, 728 F. Supp. at 258 (enphasis added). Variations of the
"serious doubt" standard, inported fromthe First Amendnent context,

St. Amant v. Thonpson, 390 U.S. 727, 731-32 (1968), have been widely

adopted by federal courts. That is, "[t]o prove reckless disregard
for the truth, the defendants had to prove that the affiant 'in fact
entertained serious doubts' as to the truth of his allegations.”
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United States v. Wiitley, 249 F.3d 614, 621 (7th Cir. 2001) (citation

omtted); United States v. WIllianms, 737 F.2d 594, 602 (7th Cir.

1984) (agreeing with United States v. Davis, 617 F.2d at 694, hol ding

that the First Amendnent definition should be applied by analogy in
t he Franks context).

There is a corollary to the "serious doubt"” standard:
"Because states of m nd nust be proved circunstantially, a fact
finder may infer reckless disregard from circunstances evincing

' obvi ous reasons to doubt the veracity of the allegations.""

VWitley, 249 F.3d at 620; see, e.g., United States v. Schmtz, 181
F.3d 981, 986-87 (8th Cir. 1999) ("[T]he test for determ ning whether
an affiant's statenents were nade with reckless disregard for the
truth is not sinply whether the affiant acknow edged that what he [or
she] reported was true, but whether, viewing all the evidence, the

af fiant nust have entertained serious doubts as to the truth of his
[or her] statenents or had obvi ous reasons to doubt the accuracy of

the information he [or she] reported."); United States v. Ranney, 298

F.3d 74, 78 (1st Cir. 2002) (sane); Beard v. City of Northglenn, 24

F.3d 110, 116 (10th Cir. 1994) (sane); Wlson, 212 F.3d at 787-88

(di stinguishing between assertions and om ssions, and in defining the
former, "we have borrowed fromthe free speech arena and equated
reckless disregard for the truth with a 'high degree of awareness of

[the statenents'] probable falsity and noting "reckl ess disregard
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for the truth is exhibited when expressing that which was not
"believed or appropriately accepted’ as true" (citations omtted));

United States v. Senchenko, 133 F.3d 1153, 1158 (9th Cir. 1998)

("high degree of awareness of probable falsity").

As to om ssions, as the Third Circuit has expl ai ned, they
"are made with reckless disregard if an officer withholds a fact in
his ken that 'any reasonabl e person would have known that this was
the kind of thing the judge would wish to know.'" W]Ison, 212 F. 3d

at 788 (quoting United States v. Jacobs, 986 F.2d 1231, 1235 (8th

Cir. 1993)); see also Rivera, 928 F.2d at 604 ("[R]eckl essness may be
inferred where the omtted information was 'clearly critical' to the
probabl e cause determ nation.” (citations omtted)). |In Jacobs, for
exanmple, the Eighth Circuit concluded that the officer acted with
reckl ess disregard when he told the magi strate that a drug-sniffing
dog showed "interest"” in the defendant's bag, but onmtted the
information that the dog had not gone into "alert,” as it was trained
to do if drugs were present. 986 F.2d at 1234. |In Wlson, the Third
Circuit held that an officer's failure to disclose the differenti al
in height between the defendant (5'11") and the description of the
assailant as reported by the two victins (between 6'3" and 6'5") was
reckless, for, as the court concluded, any reasonabl e person would

have wanted to know this fact. 212 F.3d at 788.



Hence, to prevail on the first prong of the Franks test,
Perez nust prove by a preponderance of the evidence that (1) the
drafters of the affidavit made the statenent that all Candyman
menbers automatically received all e-mails with know edge that the
statenment was false, (2) they had a serious doubt as to the truth of
the statenent when they made it, or (3) they had obvious reason to
doubt the veracity of the statenent. As to the omtted information
t hat Candyman nmenbers had e-mail delivery options, including the
choice of receiving no e-mail, Perez must prove by a preponderance of
the evidence that any reasonable person woul d have known that this
was the kind of information that the nagi strate judge woul d have

wanted to know.

2. Pr obabl e Cause

If a court decides that false statenents or materi al
om ssions in a search warrant affidavit were nmade know ngly or
reckl essly, the court nust then "correct"” the affidavit by
"disregard[ing] the allegedly false statenents” or filling in the
omtted informati on and then proceed to "detern ne whether the
remai ni ng portions of the affidavit would support probable cause to
issue the warrant." Canfield, 212 F.3d at 718 (citations and

internal quotations omtted). |If, upon a de novo review, the court

determ nes that the "corrected"” affidavit provides a sufficient basis

to find probable cause, the court nust uphold the warrant and deny
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suppression. |d. "The ultimate inquiry is whether, after putting
asi de erroneous information and material om ssions, 'there remains a
resi due of independent and lawful information sufficient to support

probabl e cause.'™ 1d. (quoting United States v. Ferguson, 758 F.2d

843, 849 (2d Cir. 1985)).

A search warrant may issue only "upon probabl e cause,™
U.S. Const. anend. |1V, and probabl e cause exists only where the known
facts and circunstances are sufficient to support a "reasonable

belief" that "contraband or evidence of a crime will be found."

Ornelas v. United States, 517 U. S. 690, 696 (1996). A mmgistrate
presented with a search warrant application nust nmake "a practi cal
common- sense deci sion whether, given all the circunstances set forth
in the affidavit before him including the '"veracity' and 'basis of
know edge' of persons supplying hearsay information, there is a fair
probability that contraband or evidence of a crime will be found in a

particul ar place.” Illinois v. Gates, 462 U.S. 213, 238 (1983). The

affidavit rmust provide sufficient facts to pernmit the magistrate to
draw the inferences necessary to a finding of probable cause, and the
magi strate nmust not merely rely wi thout question on the assertions in

the affidavit but nust make an i ndependent evaluation. G ordenello

v. United States, 357 U S. 480, 485-86 (1958); see Gates, 462 U S. at

239 ("Sufficient informati on nmust be presented to the magistrate to



allow that official to determ ne probable cause; his action cannot be
a nere ratification of the bare conclusions of others.").

In practice, the probabl e cause standard, however

rendered, is as famliar as it is unhelpful. The Supreme Court has
called it "a fluid concept -- turning on the assessnent of
probabilities in particular factual contexts -- not readily, or even
usefully, reduced to a neat set of legal rules.” Gates, 462 U.S. at

232. The Court has al so cautioned that "the evidence thus collected
must be seen and weighed not in terns of library analysis by
schol ars, but as understood by those versed in the field of |aw

enforcenent.” 1d. (quoting United States v. Cortez, 449 U.S. 411,

418 (1981)).

| ndeed, although probable cause is a "nosaic" that is
"mul ti faceted" and a "fluid concept,” the standard takes its
"substantive content” fromthe particular context in which the
standard is being assessed. Onelas, 517 U. S. at 696-98 (citing,

inter alia, Brinegar v. United States, 338 U.S. 160, 175 (1945) ("The

standard of proof [for probable cause] is . . . correlative to what

must be proved.") and Ker v. California, 374 U S. 23, 33 (1963)
("This Court[] [has a] | ong-established recognition that standards of
reasonabl eness under the Fourth Anendment are not susceptible of
Procrustean application"; "[e]ach case is to be decided on its own

facts and circunstances.” (internal quotations omtted))). |In other
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words, in the balancing that every Fourth Anmendnment chall enge
requires, "to safeguard citizens fromrash and unreasonabl e
interferences with privacy and from unfounded charges of crine" and
still "give fair leeway for enforcing the law in the comunity's

protection," the particular context -- that is, "what nust be proved"
-- nust be kept in mnd. Brinegar, 338 U.S. at 176.

3. Addi ti onal Fourth Anendnent Consi derati ons

| set forth some additional Fourth Amendnent principles

that are of particular inportance to this case.

a) Reasonabl eness

The "central requirenent” of the Fourth Anmendnment is

"reasonabl eness.” Koch v. Town of Brattleboro, Vt., 287 F.3d 162,

166 (2d Cir. 2002) (quoting Illinois v. MArthur, 531 U S. 326, 330

(2001)). The "touchstone" of reasonableness is "nmeasured in
obj ective terns by examning the totality of the circunmstances."

Chio v. Robinette, 519 U. S. 33, 39 (1996). GCenerally, a Fourth

Amendnent exam nation "requires a contextualized reasonabl eness
anal ysis that seeks to balance the intrusion on privacy caused by | aw
enf orcenent against the justification asserted for it by the state.”

Lauro v. Charles, 219 F.3d 202, 209 (2d Cir. 2000) (citing G ahamv.

Connor, 490 U.S. 386, 396 (1989)). Though reasonabl eness is npost
often considered in the context of warrantl ess searches or seizures,

reasonabl eness i s nonet hel ess required even when a warrant is
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procured. Cf. United States v. Ramirez, 523 U. S. 65, 71 (1998) ("The

general touchstone of reasonabl eness which governs Fourth Amendnent
anal ysis governs the nmet hod of execution of the warrant." (citation
omtted)).

The Fourth Amendment requires reasonabl eness not only as
to whether a search should be "conducted at all, but also to ensure
reasonabl eness in the manner and scope of searches and sei zures that
are carried out." Lauro, 219 F.3d at 211. |In addition, "the
reasonabl eness of the police's actions in conducting a search or
sei zure nust be judged, in part, through an assessnent of the degree
to which those actions further the legitinmate | aw enforcenent
pur poses behind the search or seizure."” 1d.

b) Presunption of Validity

VWile "[i]t is a basic principle of Fourth Amendnent | aw
t hat searches and seizures inside a hone without a warrant are
presunptively unreasonabl e,"” Payton, 445 U. S. at 586 (internal
guotations onmitted), when a search is conducted pursuant to a valid
warrant, the reverse is true. "There is, of course, a presunption of
validity with respect to the affidavit supporting the search

warrant." Franks v. Delaware, 438 U.S. 154, 171 (1978). This

presunption stems froma belief in the function of the exam ning
magi strate as a neutral gatekeeper, and it encourages | aw enforcenent

to seek warrants; "the preference for warrants is nost appropriately
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ef fectuated by according 'great deference' to a magistrate's

determnation.” United States v. Leon, 468 U S. 897, 914 (1984)

(citation omtted).

C) The First Anendnent and Child Pornography

The Suprene Court has held that no higher probabl e cause
standard applies when the First Amendment is inplicated by a Fourth
Amendnent search or seizure. The Suprenme Court rejected this notion

in New York v. P.J. Video, Inc., 475 U. S. 868, 870-71 (1986)

(retreating from | anguage in prior cases that a court nust act with

"scrupul ous exactitude” in this context (citing Stanford v. Texas,

379 U S. 476, 481-485 (1965); Maryland v. Macon, 472 U. S. 463

(1985))). Moreover, child pornography is not considered

presunptively protected activity. "Because of the state's interest
in protecting children from sexual exploitation, child pornography
may be banned regardl ess whether it fails the test for obscenity.”

United States v. Jasorka, 153 F.3d 58, 60 (2d Cir. 1998).

The Suprene Court has repeatedly recognized the state's
conpelling interest in this area, enunerating several reasons why the
governnment is "entitled to greater | eeway in the regul ati on of

por nogr aphi c depictions of children.” New York v. Ferber, 458 U. S.

747, 756 (1982); see Sarah Sternberg, Note, The Child Pornography

Prevention Act of 1996 and the First Amendnent: Virtual Antitheses,

69 Fordham L. Rev. 2783, 2792 (2001). The Court has upheld | aws that
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ban sinple possession of child pornography, citing the need "to dry

up the child pornography market." Osborne v. Ghio, 495 U. S. 103, 110
(1990) ("[I1]t is nowdifficult, if not inpossible, to solve the child
por nogr aphy problem by only attacki ng production and distribution.").
The Court noted that the state's "ban on possessi on and vi ew ng
encourages the possessors of these materials to destroy them™
hel ping to elimnate i nages that "permanently record the victims
abuse” and may be used by pedophiles to seduce other children. [d.
at 111.

d) The Hone

The search warrant here targeted nine different hones,
i ncluding Perez's hone. Courts have |ong observed that in Fourth
Amendnent jurisprudence, the honme has sonmething of a "special status”
and have "enphasi zed the sanctity of the private home, and the
particul ar gravity the Fourth Amendnent accords to gover nnent
intrusions on that privacy." Lauro, 219 F.3d at 211. The Suprene
Court has repeatedly declared that "[t]he Fourth Anmendment enbodies
[the] centuries-old principle of respect for the privacy of the

home," WIlson v. Layne, 526 U S. 603, 610 (1999), and has noted the

"*overriding respect for the sanctity of the hone that has been

enbedded in our traditions since the origins of the Republic.'" 1d.

(quoting Payton v. New York, 445 U. S. 573, 601 (1980)). I ndeed,

physical entry of the home is the chief evil against which the
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wor di ng of the Fourth Amendnent is directed and it is "the warrant
procedure [that] m nimzes the danger of needl ess intrusions of that

sort." Payton, 445 U S. at 586 (quoting United States v. United

States District Court, 407 U.S. 297, 313 (1972)).

On the other hand, of course, as Justice Jackson observed

for the Court in Johnson v. United States, 333 U. S. 10, 14 (1948):

Crime, even in the privacy of one's own
quarters, is . . . of grave concern to society,
and the |l aw all ows [evidence of] such crine to
be reached on proper showing. The right of
officers to thrust thenselves into a honme is
al so a grave concern, not only to the

i ndi vidual but to a society which chooses to
dwel | in reasonable security and freedom from
surveillance. \When the right of privacy nust
reasonably yield to the right of search is, as
a rule, to be decided by a judicial officer,
not by a policeman or governnent enforcenment
agent .

(footnotes omtted).

e) The Good Faith Exception

The Governnment initially took the position in opposing
Perez's notion that even if the search warrant was not supported by
probabl e cause, the notion to suppress had to be deni ed because the
of ficers who executed the search acted in good faith reliance on the
warrant. (Gov't's Mem in Opp. to Def.'s Mot. to Suppress at 29-31).
The Governnment now retreats fromthat position (2/19/03 Tr. at 21),

as it nust.



In the event of a successful challenge under Franks, the

good faith exception set forth in United States v. Leon, 468 U. S. 897

(1984), does not apply. This much the Court in Leon made cl ear:
"Suppression therefore remains an appropriate renedy if the
magi strate or judge in issuing a warrant was nisled by information in
an affidavit that the affiant knew was fal se or woul d have known was
fal se except for his reckless disregard of the truth." Leon, 468
U S. at 923 (citing Franks).®

Li kewi se, although the Government also argued initially
that the notion to suppress had to be denied because the affiant,
Berglas, was acting in good faith and "sinply relay[ing]" the
i naccurate information provided by Binney (Gov't's Mem in Opp. to
Def.'s Mot. to Suppress at 19), it has retreated fromthat position

as well. (2/19/03 Tr. at 21).

° The Second Circuit has recognized this relationship
bet ween Leon and Franks. See United States v. More, 968 F.2d 216,
222 (2d Cir. 1992) (noting that "[t]he good faith exception has
paranmeters, in particular four circunmstances set out in Leon, in
which it does not apply,” including "where the issuing magistrate has
been knowingly msled"); United States v. Reilly, 76 F.3d 1271, 1273
(2d Cir. 1996) ("It bears enphasis, however, that the good faith
exception requires a sincerely held and objectively reasonabl e belief
that the warrant is based on a valid application of the law to al
the known facts. Good faith is not a blanket excuse for any police
behavior. A warrant is not a general hunting license, nor is it a
mant | e of omi potence, which cloaks its holders in the King's power

to 'do no wong.' And perhaps nost inportant, it is not an excuse if
the police are not frank with the magi strate in proceedings to obtain
the warrant -- proceedings that are typically ex parte. See Franks

v. Delaware, 438 U.S. 154, 155-56 (1978).").
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There sinply is no support for the Governnent's initial
position, where the source of the information is another governnent
agent. The Governnent cannot insul ate one agent's deliberate or
reckl ess msstatenent in an affidavit nerely by relaying it through

anot her agent personally ignorant of its falsity. See Franks, 438

U S at 164 n.6; United States v. Wapnick, 60 F.3d 948, 956 (2d Cir.

1995) (noting that "when the informant is hinself a governnent
official, a deliberate or reckless om ssion by the informant can
still serve as grounds for a Franks suppression" because
"[o]therw se, the governnent would be able to shield itself from
Franks suppression hearings by deliberately insulating affiants from
information material to the determ nation of probable cause"); see

also United States v. Wiitley, 249 F.3d at 621 ("Subsequent deci sions

have slightly expanded the Eranks principle to include the state of
m nd not only of the affiant, but also of those governmental agents
fromwhom the affiant received false information incorporated into
the affidavit. |In other words, the validity of the search is not
saved if the governnmental officer swearing to the affidavit has

i ncorporated an intentional or reckless falsehood told to him by

anot her governnental agent."); United States v. Brown, 298 F.3d 392,

408 (5th Cir. 2002) (same).

B. Application




In applying the law to the facts, first, | address the
i ssue whether the agents know ngly or recklessly made the false
statenment that all Candyman nmenbers automatically received all e-
mails and omtted the information that Candyman nenbers had e-nmail
delivery options; second, | consider whether, with the fal se
information set aside and the omtted information provided, the
"corrected" affidavit supports a finding of probable cause; and
third, | address the decisions in other Candyman cases that have

rej ected challenges to the searches in question.

1. The Agents' State of M nd

| conclude that the | aw enforcenent agents acted
recklessly in submtting an affidavit that contained the false
information that all Candyman nenbers automatically received all e-
mails, including e-mails that forwarded i mages of child pornography,
for the agents had serious doubt as to the truth of the statenents
or, at a mninmum they had obvious reasons to doubt their veracity.
Moreover, | conclude that the agents al so acted recklessly in
omtting the information that Candyman nmenbers in fact had e-nmail
delivery options, including the option of receiving no e-nail at all.
| reach these conclusions for the foll ow ng reasons.

First, Binney was presented with e-mail delivery options
when he joi ned Candyman and he was presented with those options again

on six other occasions when he joined other websites. Clearly, then,
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he had obvi ous reason to doubt the veracity of the representation
that all nmenbers automatically received all e-mails. Although he
steadfastly clung to the explanation that his "experience" had | ed
himto conclude that, like him all menbers were sent all e-mails
wi thout any say in the matter, his "experience" was in fact the
opposite -- he was offered a choice.

Second, the information as to e-mail delivery options was
right there, on the website, available to Binney with the click of a
mouse. It is hard to inmagine, as he explored the site in his
undercover capacity and clicked on various buttons (as he testified
he did), that he did not also click on the "subscribe" button. He
must have done so, and he nust have seen the delivery options. Thus,
agai n, he had obvious reason to doubt the veracity of the
representation that nmenbers automatically received all e-mails.

Third, the Yahoo docunents and representatives provided an
"obvi ous" basis to doubt the veracity of the representation. The
February 9, 2001 production included a docunent regarding the
Candyman noderator that referred to "Email preferences: None." (GX
11). Although this docunment, by itself, was anbiguous, in the
context of all the evidence, it provided sone clue that there m ght
be e-mai | options.

More significantly, the January 18, 2002 production

i ncluded a group profile docunent that reported: "3213 Nor nal
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(Single: 413 Digest: 60 NoMail: 2740)." Two simlar profiles were

i ncluded for other websites, again reporting that many subscribers
had opted for "NoMail." (GX 18). These profiles were attached to
the cover letter of the production and did not contain a great deal

of other information. This was a nmuch stronger indication that there
were e-mail options, including a "NoMail" option.

Even assum ng these docunments al so were anbi guous, again
there was nore: Yahoo representatives specifically told Shel don at
t he January 24, 2002 neeting that Yahoo group nenbers had delivery
opti ons, Shel don asked about the eG oups groups, and they told her
they did not know. Sheldon acknow edges that it was an "open
guestion"” whether eG oups groups had e-mail delivery options.

Al t hough the agents deny that they saw the docunments or understood
the significance of the entries, the docunents together with the
di scussion at the January 24th nmeeting surely gave them obvi ous
reason to doubt the truth of the statement that all menbers
automatically received all e-mmils.

Fourth, as the Second Circuit has held, recklessness may
be inferred where information "clearly critical” to the probable

cause determ nati on has been om tted. See Rivera, 928 F.2d at 604.

I n other words, although the inquiry into the agents' state of m nd
is distinct fromthe inquiry into the materiality of the false

statenments to probable cause, the two are related. See, e.qg., United
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States v. Castillo, 287 F.3d 21, 26 n.5 (1st Cir. 2002) (noting that

materiality is connected to the state of mnd inquiry by the
"cl oseness of the probable cause question"). Here, the issue of
whet her menbers automatically received all e-mails was "clearly
critical" to a finding of probable cause. Although the Governnent
takes the position that probable cause exists even w thout the
representation, at the very |east the question is a much closer one
and, as | hold below, no probable cause exists without it. (See
1/15/03 Tr. at 62 ("THE COURT: If soneone in fact did not get e-
mails, then there would be no real basis to prosecute such a person?
[ BINNEY]: That's correct . . . .")). At a minimum this was
information that the magi strate judge woul d have wanted to know
Finally, |1 conclude that the agents acted recklessly also
because there was absolutely no support for their assertion that all
menbers automatically received all e-mails. There is nothing in the
record that could have | ed the agents to reach this concl usion.
Bi nney's assertion that he erroneously believed that all nmenbers
automatically received all e-mails because that was his "experience"
is belied by the evidence -- including the Yahoo | ogs that show that
his "experience" was the opposite, the absence of a copy of the
all eged e-mail by which he joined or a 302 describing such an e-mail,
the conclusion in the FBI Cyber Division's reports that Bi nney nust

have been presented with e-mail delivery options, the likelihood that
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Bi nney found the delivery options by exploring the site, and even the
initial testinony of Agent Shel don. Binney gave an el aborate
expl anation of his "experience," in great detail and w thout any
hesitation or doubt, and yet it sinply did not happen the way he says
it did.

The Governnment argues that, at worst, the agents made the
fal se statement negligently, and that Perez is nerely conpl aining
t hat the agents should have done a nore thorough investigation, when
the law is clear that a failure to fully investigate is not
sufficient to show reckless disregard. (Gov't's Post-Hearing Mem at

32 (citing United States v. Dale, 991 F.2d 819, 844 (D.C. Cir.

1993))). Although I have no quarrel with the proposition of |aw,
here there was nore than a nere failure to investigate or an innocent
or negligent m stake.

Accordingly, | hold that the agents acted with reckless
di sregard for the truth when they erroneously represented, in
par agraphs 8(c)-(d) of the affidavit, that all Candyman nenbers
automatically received every e-mail transmtted to the Candyman
Egroup and that every Candyman nenber automatically received i mges
of child pornography transmtted to the group. | further hold that
they recklessly omtted the fact that Candyman nenbers had e- mai
delivery options, including the option not to receive any e-mils.

The fal se representations are stricken and the omtted information is
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deened included, and | turn to the i ssue of whether the "corrected"

affidavit would support a finding of probable cause.

2. Pr obabl e Cause

First, | determ ne what the affidavit contains after the
i naccurate statements are stricken and the omtted information is
i ncluded. Second, | consider whether the "corrected" affidavit
provi des "a residue of independent and |awful information" sufficient
to permt a magistrate judge to reasonably conclude that there was a
fair probability that contraband or evidence of a crine would be

found in Perez's hone.

a) What Remai ns?

After elimnating the false information and supplying the
omtted information, the "residue" consists of the follow ng:
general information about child pornography and the use of the
internet and conputers to distribute it; information regarding the
Candyman Egroup generally, including that the undercover agent was
abl e to downl oad i nages of child pornography fromthe Candyman site;
information that the undercover agent received nunmerous e-mils,
including many with images of child pornography attached; information
t hat Candyman nmenbers had e-mail delivery options, including the
option not to receive any e-mails at all; and representations that a
user joined the Candyman Egroup using an e-mail address that was

registered to Perez.



The "corrected" affidavit contains no representation that
the user -- Perez -- received any e-mails or that he received or
downl oaded or viewed any imges or files or that he sent or upl oaded
any imges or files. In fact, the "corrected" affidavit reports that
Candyman nmenbers could choose not to receive any e-nmails, but it
provides no information as to which option Perez had selected. The
"corrected" affidavit contains no representation as to how |l ong Perez
was a nenber, whether he unsubscribed, or whether he did anything
beyond subscribing. The "corrected" affidavit contains no
i nformation about what it nmeant to be a "nenber" or "subscriber."

As to the Candyman Egroup itself, the "corrected"
affidavit provides scant detail about the group and its activities.

It reports that imges of child pornography were avail able for

downl oadi ng and were transmtted by e-mail. It also discloses that
the site offered protected activities: polls and surveys; links to
other sites; and a "chat" section for real time "conversations." The

"corrected" affidavit does not allege that the Candyman enterprise
was wholly or even largely illegitimte.

b) |s the "Corrected” Affidavit Sufficient?

In the end, all that is left is the fact that Perez
subscri bed to a website where unlawful inmages of child pornography
coul d be downl oaded. | conclude this was not a sufficient "residue"

to permit a magistrate judge to determne that a fair probability
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exi sted that contraband or evidence of child pornography would be
found in Perez's hone.

Wth the critical allegation that all nmenbers
automatically received all e-mails stricken, the only arguably
incrimnating fact remaining is Perez's nenmbership in the group.
Cases have held, however, that "proof of mere menbership in [an
organi zation], without a link to actual crimnal activity, [is]

insufficient to support a finding of probable cause.” United States

v. Brown, 951 F.2d 999, 1003 (9th Cir. 1992) (finding nenbership in

corrupt police unit did not establish probable cause); see Mendocino

Envtl. Ctr. v. Mendocino County, 192 F.3d 1283, 1294-95 (9th Cir.

1999) (finding assertion that environnmental group "had a reputation
for violence, property destruction and sabotage" did not establish
probabl e cause). Mere nenbership in an organi zation, w thout any
other link to actual crimnal activity, will support a finding of
probabl e cause only where the organi zation is engaged in crim nal
activity to such an extent that it nust be considered "wholly

illegitimte.” United States v. Rubio, 727 F.2d 786, 793 (9th Cir.

1984) ("where there is no allegation that the enterprise is wholly
illegitimte, . . . evidence of nmere association would not
necessarily aid in obtaining a conviction . . . ; otherw se, the
Fourth Amendnment would offer little protection for those who are

i nnocently associated with a legitimte enterprise”); United States
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v. Acosta, 110 F. Supp. 2d 918, 933 (E.D. Ws. 2000) (denying notion
to suppress on grounds that nmere association with Latin Kings
organi zation was sufficient to establish probabl e cause because
search warrant affidavit "provi ded probable cause to believe that
such a large portion of the Latin Kings' activities were illegitimte
that the enterprise could be considered in effect wholly
illegitimte").10

Here, a mmgi strate judge could not reasonably concl ude,
fromthe four corners of the "corrected" affidavit, that the Candyman
organi zati on was engaged in crimnal activity to such an extent that
it could be considered "wholly illegitimate"” in the crimnmnal sense.!!

Al t hough the affidavit reported that the website displayed the

10 At oral argument, the Governnent conceded that nere
menbership, for exanple, in the Ku Klux Klan would not constitute
probabl e cause to search an individual's home for evidence of civil
rights violations. (2/19/03 Tr. at 38). See also Ybarra v.
Illinois, 444 U.S. 85, 91 (1979) ("[A] person's nere propinquity to
ot hers i ndependently suspected of crimnal activity does not, w thout
nore, give rise to probable cause to search that person.").

1 This Court reviews the corrected affidavit de novo. Of
course, the review ng court cannot consider material outside of the
affidavit. See Aguilar v. Texas, 378 U. S. 108, 109 n.1 (1964) ("It
is elenmentary that in passing on the validity of a warrant, the
review ng court may consider only information brought to the
magi strate's attention.") (citation omtted); see U S. Const. anend.
IV ("no Warrants shall issue, but upon probable cause, supported by
OCath or affirmation"). Thus, evidence that energed after the warrant
i ssued -- evidence highly relevant to the agents' state of mnd --
will not be considered in the probable cause inquiry in the first
instance. | do consider extrinsic evidence in the discussion of the
reasonabl eness of the Governnment's position.
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nmessage "[t]his group is for People who | ove kids," no inages
appeared on the first page, the words "child pornography” did not
appear, and visitors were told they could post nessages or "pics and
vids." (Arnmenta Aff. Ex. E Y 8(b)). The affidavit did not even
reveal that the words "Adult,” "Inage Galleries,” and "Transgender"
appeared on the website. (Ld. 1 8). The affidavit did not represent
t hat the Candyman Egroup engaged only or even primarily in illegal
activity; to the contrary, the affidavit noted that the website

of fered protected and |l egal activities: text-based nessaging,
answering survey questions, posting links to other sites, and
"chatting" -- engaging in real time "conversations." Hence, a

magi strate judge could not reasonably conclude, based on the contents
of the "corrected"” affidavit, that the sole or even primary purpose
for joining the group was to downl oad i mages of child pornography.

Bi nney testified at the hearing that "in my affidavit |
state that the primary purpose of the website was the file section
where the people can go and downl oad. M experience as an
i nvestigator of child pornography types of violations and the
training that | received and the behavioral science aspect of it, |
felt very strongly that if somebody was a nenmber for any period of
time they would have downl oaded i mages."” (1/15/03 Tr. at 63). The
"corrected" affidavit, however, does not identify the "primry

pur pose" of the website, nor does the "corrected" affidavit assert
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that "if somebody was a nmenber for any period of time they would have
downl oaded i mages.” (See Arnenta Aff. Ex. E 11 8(d), (e)).

Hence, a mmgi strate judge could not conclude, on the face
of the "corrected"” affidavit, that a fair probability existed that
all subscribers to the site illegally downl oaded or upl oaded i nages
of child pornography. The extrinsic facts confirmthat was the case.
As the Yahoo | ogs show, the vast majority of subscribers, including
Perez, elected to receive no e-mails. The vast mpjority of the e-
mai | s that Binney received did not have i mages of child pornography
attached. Subscribers were not required to post or upload inmges,
and the Yahoo | ogs show that Perez did not. Subscribers could have
engaged in protected, non-crimnal activities, such as answering
survey questions or chatting. An individual could have joined sinply
by entering an e-nmail address wi thout paying a fee, explored the site
wi t hout knowi ngly downl oadi ng any i mages, and left, w thout ever
returning. This would not have been illegal conduct.

Three Ninth Circuit cases involving the sufficiency of
search warrant affidavits in conputer child pornography cases are

instructive. Pr obabl e cause was found in two of the cases. I n

United States v. Lacy, 119 F.3d 742 (9th Cir. 1997), the affidavit
reported that an individual had tel ephoned a Dani sh conmputer bulletin
board system and downl oaded at |east two files containing child

por nography. The tel ephone calls were traced, by tel ephone records,
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to the defendant's honme. Hence, there was specific information that
t he defendant’'s honme tel ephone was used to downl oad at | east two

i mges of child pornography. In United States v. Hay, 231 F.3d 630

(9th Cir. 2000), a known trafficker in child pornography was arrested
in Canada; information found on his conputer revealed that files
contai ning i mages of child pornography were transmtted to a conputer
with a unique internet address affiliated with the University of

Washi ngton. The conputer was eventually traced to the defendant, a
student at the university. |In both cases, the court held there was a
sufficient basis for a finding of probable cause.

In contrast, in United States v. Weber, 923 F.2d 1338 (9th

Cir. 1991), the court found no probable cause. The defendant pl aced
an order for child pornography in response to a government-gener ated
advertisenment; two years earlier, the defendant had been sent
apparent child pornography, but he never clainmed the materials from
custons. These facts were included in a search warrant affidavit,
and a search warrant was issued and executed before the new materials
were delivered. The court held that probable cause did not exist
because these facts did not give rise to a "fair probability" that
contraband woul d be found in the hone.

The facts of this case are nore simlar to the facts of

Weber than they are to the facts of Hay and Lacy. Perez's

subscription to the Candyman website is roughly conparable to Wber's
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pl acenment of an order for materials that had not yet been delivered;
in both cases at best there was a chance, but not a fair probability,
that child pornography woul d be found. On the other hand, the search
warrants were sustained in both Hay and Lacy precisely because there
was concrete evidence, and not just specul ation, that the defendant
had downl oaded i mages of child pornography. Here, with the false
statenments del eted, the affidavit contains nothing concrete to
suggest that Perez had transmtted or received i mages of child
por nogr aphy.

Agai n, "the Fourth Amendnent's touchstone is
reasonabl eness, and a search's reasonabl eness is determ ned by
assessing, on the one hand, the degree to which it intrudes upon an
i ndividual's privacy and, on the other, the degree to which it is

needed to pronote |legitimte governnental interests.” United States

v. Knights, 534 U S. 112, 118-19 (2001). The Court nust evaluate the

reasonabl eness of a search by engaging in a practical, common-sense
anal ysis, taking into account the particular context in which
probabl e cause is being assessed, and bal ancing the rights of
citizens to be secure in their homes from unwarranted intrusion
agai nst the needs of |aw enforcenent.

In the context of this case, a finding of probable cause
woul d not be reasonable. |[If the Governnment is correct inits

position that menbership in the Candyman group al one was sufficient
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to support a finding of probable cause, then probabl e cause existed
to intrude into the hones of some 3,400 (or even 6,000) individuals
nerely because their e-nmail addresses were entered into the Candyman
website. Wthout any indication that any of these individuals
downl oaded or upl oaded or transmtted or received any images of child
por nography, w thout any evidence that these individuals did anything
nore than sinply subscribe, the Governnent argues that it had the
right to enter their hones to conduct a search and seize their
conputers, conputer files and equi pnent, scanners, and digital
caneras. This cannot be what the Fourth Amendnment contenpl ated.

The context here is the internet, specifically, the use of
the internet to trade child pornography. Law enforcenent needs a
certain anmount of |atitude to address those who would violate the
child pornography | aws and sexually exploit and abuse children. Just
as there is no higher standard of probable cause when First Amendnment
val ues are inplicated, however, there is no | ower standard when the
crimes are repugnant and the suspects frustratingly difficult to
det ect .

Here, the intrusion is potentially enornous: thousands of
i ndi vi dual s woul d be subject to search, their honmes invaded and their
property seized, in one fell swoop, even though their only activity

consisted of entering an e-mail address into a website froma



conmputer located in the confines of their own hones.!? |In fact, here
the FBI sent out 700 or nmore draft search warrants across the
country. (1/15/03 Tr. at 146). And in this case the affidavit
covered nine premses. In light of the potential inpact, care nust

be t aken.

12 Whet her the statute reaches nmere internet "browsing"” is
sonet hing of an open question. Here, it is a central contention in
the warrant affidavit that menbers of the group automatically
received group e-mails with illegal files attached, activity that
woul d nost likely violate the statute. Wthout the receipt and
possessi on of those e-nmmiled files, probable cause to believe
evi dence of crimnal activity would be found on a suspect's conputer
is that much nore uncertain. The statute does not crimnalize
"view ng" the imges, and there remains the issue of whether inmages
viewed on the internet and automatically stored in a browser's
tenporary file cache are knowi ngly "possessed” or "received." The
question, as the court in United States v. Zimerman, 277 F.3d 426,
435 (3d Cir. 2002), put it while exam ning probable cause, is that
wi t hout evi dence that pornography was specifically downl oaded and
saved to a defendant's conputer, the offending i mges "may well have
been | ocated in cyberspace, not in [the defendant's] hone."” In
United States v. Tucker, 305 F.3d 1193, 1205 (10th Cir. 2002), the
court upheld a conviction for possession of files automatically
stored in a browser cache because the defendant's "habit of manually
del eting imges fromthe cache files established that he exercised
control over them" |[d. at 1198. The court clarified, however, that
it offered "no opinion on whether the mere view ng of child
por nography on the Internet, absent caching or otherw se saving the
i mage, would neet the statutory definition of possession” nor whether
"an individual could be found guilty of know ngly possessing child
por nography if he viewed such imges over the Internet but was
i gnorant of the fact that his Web browser cached such inmages." 1d.;
see United States v. Stulock, 308 F.3d 922, 925 (8th Cir. 2002)
(noting that the district court (Judge Perry) acquitted the defendant
on one count and "expl ai ned that one cannot be guilty of possession
for sinply having viewed an image on a web site, thereby causing the
imge to be automatically stored in the browser's cache, w thout
havi ng purposely saved or downl oaded the inmge").
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I n addition, the conpeting interests can be acconmmopdat ed.
VWil e the anonymty of the internet enpowers those who would break
the law, it provides |law enforcenent with crime-fighting tools,
including the ability to go undercover with relative ease and to
obtain significant information fromthird parties such as service
providers. Here, for exanple, the agents either had or could have
had, before they requested the warrant, all the Yahoo | ogs, which
provi ded extensive information -- whether a subscriber was offered e-
mai | delivery options; whether he elected a delivery option; whether
he upl oaded or posted any i nmages; when he subscri bed; and whet her he
unsubscribed. In addition, although the investigating agents
testified they did not understand the material they received, it is
hard to believe that other FBlI experts -- the Cyber Division, for
exanpl e -- could not have provided assistance. The fact that the
agents nmissed the information or did not understand it or that Yahoo
was not as cooperative as it should have been is no basis for
rel axing the requirements for a finding of probable cause.

In United States v. Strauser, another Candyman case on

whi ch the Governnent heavily relies, the district court (Perry, D.J.)
observed that nere nenbership in the Candyman group did not give rise
to probabl e cause:

| do not believe . . . that subscription to

such a service, wi thout nore, provides probable

cause to believe that evidence of possession of

child pornography will be found at the
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subscri ber's home. One could subscribe, then,
havi ng seen the type of content of the site,
sinmply never go back to the site, but also
never go to the trouble of "unsubscribing.” If
such a nenmber had the "no mail" option, there
woul d not be any emails sent, and the child

por nogr aphy woul d not be received. Wthout any
evi dence that child pornography had ever been
received or that the web site had ot herw se
been accessed, | do not believe that probable
cause woul d have exi sted.

United States v. Strauser, No. 02CR82 CDP, slip op. at 6 (E.D. M.

Sept. 4, 2002) (annexed to Southwell 11/7/02 Aff. as Ex. B). | agree
with Judge Perry's analysis in this respect.

3. O her Operation Candvman Cases

The Governnent relies on rulings in five other Candynan
cases denying other defendants' notions to suppress based upon

identical or simlar search warrant affidavits. United States v.

Pisarek, 02 Cr. 852 (CM, slip op. (S.D.N Y. Dec. 10, 2002) (annexed

to Southwell 2/13/03 Aff. as Ex. A); United States v. Coye, No.

02-CR-732 (FB), 2002 W 31526542 (E.D.N.Y Nov. 14, 2002) (Block, J.);

Strauser, No. 02CR82 CDP, slip op.; United States v. Froman, Crim nal

No. H-02-142-03, slip op. (S.D. Tex. Aug. 21, 2002) (annexed to

Sout hwel | 11/7/02 Aff. as Ex. D); United States v. Coplan, No. CR 02-
319 (E.D.N. Y. Aug. 15, 2002) (Ross, J.) (bench ruling) (annexed to
Sout hwel | 11/7/02 Aff. as Ex. C). These cases are not binding on

this Court, and are not persuasive for the follow ng reasons.



First, and nost significantly, these decisions were
rendered without the benefit of the additional evidence presented in
this case that clearly shows that Binney's explanation of how he nade
the error is wong and that his actual experience was that he joined
via the website and was presented with e-nmail delivery options.

These courts did not have the benefit of the recently obtained Yahoo
| ogs showi ng that Binney subscribed not via e-mail but by the web,
that he did so for six other Egroups as well, and that he was
presented with e-mail delivery options each tinme, nor did they have
the two FBI Cyber Division reports.

Second, in three of the cases, no Franks hearing was held.

I n Coye, the defendant did not "explicitly"” raise the issue of the
error in the affidavit and did not argue that the fal se statenment was
made intentionally or recklessly. Likew se, in Coplan, the defendant
did not allege "recklessness or intentional lying," and the court
thus held that no Franks hearing was warranted. |In Pisarek, Judge
McMahon of this district denied a defendant's suppression notion, as
well as his request for a Franks hearing. She drew nost of the
factual information for her conclusions fromthe Strauser case --
apparently with the consent of the defendant, who did not contest any
of the facts of Strauser.

Third, sone of the courts relied in part on the Leon good

faith exception or the fact that the affidavit was executed by an FBI
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agent who relied in good faith on the information provided by Bi nney.

See Copl an; Froman; Pisarek; Cove. The Government now concedes that

this was error.

Fourth, the Court has been advised that the Strauser case
has been reopened to consider additional evidence. (2/19/03 Tr. at
20). As noted, the Pisarek case relies heavily on Strauser.

Finally, Perez is not bound in any way by the findings of
fact or conclusions of law in these other cases, for he was not a
party and was not in privity with any party in these other cases. He
is entitled to litigate these issues in his own right.

As for the issue of whether the "corrected" affidavit
contains sufficient information to support a finding of probable
cause, four of the courts reached the issue. The Strauser court held

the affidavit was not sufficient, and the Pisarek, Froman, and Copl an

courts held it was sufficient. The Coplan case is distinguishable,
at least to an extent, because the search warrant affidavit there

al so noted that the defendant was a nenber of, in addition to the
Candyman group, another Egroup apparently centered around

di stributing child pornography, entitled "girlsl2-16." Coplan, at 8.

For the reasons set forth above, to the extent that Pisarek, Froman,

and Coplan hold that mere menmbership in the Candyman group was a
sufficient basis to find probable cause, | respectfully disagree.

CONCLUSI ON
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For the reasons set forth above, defendant's notion is
granted and the fruits of the search are suppressed. The parties
shal | appear for a status conference on Friday, March 14, 2003 at
2:00 p.m

SO ORDERED.

Dat ed: New Yor k, New York
March 5, 2003

DENNY CHI N
United States District Judge



